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Abstract. This article presents the results of a study of changes in quality
management under the influence of the digital transformation of enterprises.
Information on the practical implementation of blockchain technology in areas
close to solving the problem of improving the quality management system is
briefly reviewed. Their successful implementation confirms the possibility of
using this technology to solve the problem of managing transaction costs, as
well as informing all participants in the market exchange process. The proposed
technology can be used in the formation of a system for informing the end
consumer of the quality management system about the current state of the
quality of goods and services in the consumer market.

Annomayus. B oannoii cmamee npeocmasiiensl pe3yivmamsl UCCIe008AHUs
UsMeHeHUuti 8 YNpAasleHuu Kayecmeom noo GiusHuem npoyecca yupposori
mparicpopmayuu  npeonpusamuil. Kpamxo paccmompena urngpopmayus o
NPAKMUYECKOT peanusayuu mexHonocuu OloKdelin 6 oOnacmsx, ONUKUX K
peutenuio 3a0a4u Co8epuLeHCmMEO8AHUs. CUCIEMbL MEHEOICMEHMA KA4eCcmad.
Hx ycnewnas peanuzayus noOMEepicodem GOIMOICHOCHb UCNOAb306AHUS
OanHOll mexuHoo2ul O pewlenus 3a0a4u Ynpaeienus mpaH3aKyuoHHuLMU
uzoepocKam, d Maxdce UHOOPMUPOBANUSL BCex VYUACHHUKOE PbIHOYHO20
obmennozco  npoyecca.  llpeonoscennas — mexnono2usi  modcem — Ovimb
UCNOIBL30BANHA NPU  POPMUPOBAHULU  CUCTEMbL UHPOPMUPOBAHUSL KOHEYHO20
nompeoumeJisi CUCeMbl MEHEONCMEHMA Ka4ecmed 0b axmyaibHoM COCIOSIHUU
Kauyecmed moeapos U yCirye Ha NOmMpeoumeibCKoM poiHKe.

The previous technologies under human control are being replaced by
artificial intelligence and machine (IT) control technologies — cloud solutions,
the Internet of Things (IoT), machine learning, artificial intelligence,
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blockchain, predictive analytics, virtual and augmented reality, etc. Digital
transformation affects an increasing number of areas of activity of each
enterprise or organization. Quality management issues are not left aside. The
“prospect” or desired results of digital transformation in this area are improving
the quality of a product or service, compliance with regulatory requirements,
improving the decision-making process, increasing the efficiency of activities
while reducing risk [1].

At the present stage of development, quality management uses many well-
known IT technologies that allow achieving these goals: electronic document
management (EDM systems), enterprise resource planning (ERP systems),
customer relationship management systems (CRM), business process
management (BPM), etc.

Digital transformation suggests taking the next step — transferring manual
quality management operations to digital form. There are many tasks in quality
management that require significant human resource expenditures, for example,
collecting and analyzing data on products, processes and organization systems,
monitoring and managing processes, making decisions based on actual data,
identifying and analyzing risks, etc.

The main direction of solving the problem of improving the quality
management system at the present stage is the creation of equal information
conditions for the manufacturer, large retailer and end consumer; reducing
transaction costs by disclosing their structure and content to the entire range of
stakeholders. Transaction costs should become as accessible and transparent as
possible. Moreover, the transition of the world economy to the active phase of
digitalization makes this problem practically solvable [2].

The basic technologies of digitalization, which can be used as a basis for a
modern quality management system, include cloud computing, big data,
cognitive technologies, and distributed ledger (chain of transaction blocks/Block
Chain).

Let's take a closer look at the latter methodology. In translation, Block Chain
1s a chain of blocks that are assigned a certain sequence. The essence of the
methodology is to build distributed databases, each record of which contains
information about the history of ownership, making it extremely difficult to
falsify i1t (information). The chain of blocks is constantly growing, each new
block 1s added to its end, without changing the contents of the previous ones,
but adjusting the final information.

Blockchain is a single protected data registry presented in the form of
electronic files. Accordingly, one block can be copied and write off information
many times. It 1s possible to build different types of services on this technology.
In particular, it is possible to organize both private and public services.

Private blockchain 1s mainly used for the functioning of private businesses. It
1s closed, centralized and subordinate to the goals of the organization. Its
maintenance and control are carried out by the creators themselves.
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It 1s opposed to a public blockchain. Anyone can join such systems, they are
administered by the community itself. However, this does not mean that it 1s
completely open and unprotected. There 1s a decentralized server that ensures
security and uninterrupted operation in this case, putting timestamps and
providing peer-to-peer network connections. Such chains of blocks are usually
used to register events, data transactions, manage identification and confirm the
authenticity of the source.

Currently, the number of commercial projects based on blockchain
technology in various fields of industry, trade, transport, and medicine is steadily
growing. Let's consider some of them.

Provenance — founded in 2014 in London (UK). It is designed to strengthen
customer trust in brands and retailers by providing key information about each
product: materials, ingredients, suppliers, production processes, equipment
used, storage conditions, transportation, and much more. Each stage of the
product's life cycle is tracked and recorded on the blockchain, after which this
information is verified and made publicly available. The full “history” of a
product can be viewed using the Provenance app or integrated into the
company’s website as electronic receipts, or issued via URL and/or QR code.

ShipChain: an Ethereum-based logistics platform founded in 2017 in Los
Angeles (USA). Focused on cargo transportation, it allows tracking the
transportation of goods from the moment of shipment from production to the
final transfer to the customer. Member of the Blockchain in Transport Alliance
(BiTA). Promotes the product for widespread use by freight forwarding
companies. Uses the immutability and decentralization of blockchain
technology and IoT devices. To collect information about the movement and
conditions of cargo transportation in real time, it creates a “history” of the life
cycle. Allows you to automate logistics processes related to data exchange,
document flow and financial settlements.

Waltonchain: 10T software founded in 2016 in Shenzhen, China. It is one of
the enterprise-level logistics and supply chain solutions that integrate RFID and
IoT data into the blockchain. It is well supported in China and other Southeast
Asian countries.

TE-Food: is engaged in food tracking. Founded in 2015 in Albstadt, Germany.
It unites producers, distributors, retailers and consumers of food products to
eliminate fraud in the food industry and reduce companies' logistics costs. It uses
RFID tags to track the time and place of food production, the conditions under
which raw materials are produced, and the time of delivery to the supermarket.
All information is recorded in the blockchain and provided to the buyer via QR
codes.

MediLedger: its task is the logistics of medical drugs. The platform was
developed in 2017 in San Francisco (California, USA). Tracks the origin of
pharmaceuticals in accordance with the rules of the Drug Supply Chain Security
Act (DSCSA). Focused on storing synchronized public data, guaranteeing all
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network participants a common "source of truth"; ensures the confidentiality of
data on transactions; uses smart contracts to ensure compliance with business
rules and the execution of transactions within the system. Maximally protects
the personal data of users, guarantees that they will not be published, transferred,
sold or used without the knowledge and consent of their source. Information in
the MediL.edger network 1s not available even to the Chronicled manager, unless
their source wants it.

Briefly considered information on the practical implementation of blockchain
technology in areas close to solving the problem of improving the quality
management system. Their successful implementation confirms the possibility
of using this technology to solve the problem of managing transaction costs, as
well as informing all participants in the market exchange process. Consequently,
the proposed technology can be used in the formation of a system for informing
the end consumer of the quality management system about the current state of
the quality of goods and services in the consumer market.
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